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About SSVA
About
Strategic Solutions of Virginia delivers high-touch, value-rich technology services and is
laser focused on helping companies successfully drive their businesses. We do whatever it
takes to serve and satisfy clients who demand high-performance results from their
technology investments. With unparalleled expertise and credentials in healthcare, as well
as legal, finance, and other industries, we are the most experienced, locally-based provider
of IT Consulting, Technology Delivery, and Managed Services in the Mid-Atlantic region.

History
We were founded in 2001 by two friends and former co-workers who believed they could
provide a service to the Richmond, Virginia area that no one had done before. Maintaining
headquarters in Richmond, we are led by a team of customer focused, technical executives
with a passion for helping clients successfully leverage technology to grow their business.
We continue to drive high-performance results by using our industry and technical
expertise for every one of our clients.

Community
At SSVA, we are passionate about the fact that our clients are our neighbors and if they
succeed, we succeed. We are committed to helping causes that are near and dear to the
hearts of our employees, clients, neighbors, and the greater Richmond community. We are
actively involved in numerous charitable organizations, including: Comfort Zone Camp, the
Ellen Shaw de Paredes Breast Cancer Foundation, Hands that Give, Liam’s Links & SSADH
Research Alliance, Pancreatic Cancer Action Network, TCC Educational Foundation,
Tuckahoe Little League, and the Tuckahoe Volunteer Rescue Squad.

Mission
We are inspired to do whatever it takes to




Deliver strategic value and solve problems for our clients through high-touch, highquality technology services
Empower our expert employees to do the best possible job for clients and to find
fulfillment and growth in their profession
Build a stronger local community by giving back to the people and causes important to
our employees and clients

Vision
We aim to be recognized as the gold standard for customer care, premium technology
services, and employee empowerment in the Mid-Atlantic region.
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Working with SSVA
Our mission at Strategic Solutions of Virginia is to serve you and your company with the
highest levels of support available. As with any successful relationship, managing
expectations and communications allows for quick, concise service, and serves to shorten
the time and effort it takes your team to get the assistance you need.
As part of our management process, we have designed this guide to illustrate ways to
maximize our relationship, define service levels to be expected, and also to serve as a
succinct, quick-reference for engaging our resources. We hope that this guide (in
conjunction with your company's Master Service Agreement) will provide clarity on the
following items










What we support for your company
How we support your company
What response times you can expect
What to do if you need to acquire new technology
What to do if you have a project, major upgrade, or change
What to do for a new employee or contractor
What to do if you need to terminate an employee
What to do if you have a complication with a member of our staff
How we invoice and manage the financial relationship

Our goal with this guide is to explain in more detail the scope of our services and to ensure
you know how to ask for any item you might need, fostering a mutually beneficial and
productive relationship between our organizations.

What We do for Your Company
As a general guideline, we will maintain and support the existing network items and
remediate or repair items that fail. We apply patches, updates, install legally obtained
software, and will maintain backups of any items listed on your Managed Services
Agreement. The general definition of Strategic support is to maintain and protect existing
business systems that your company has, and support changes and updates to existing
items. If the team feels your request is outside of these guidelines, we will notify you and
start the new project process with you.

What We Support For Your Company
On the broadest level, Strategic supports and manages your corporate network and the
items connected to it. Most networks have several key parts, and each part has a critical
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role to play in keeping your business running. Our mission is to maintain and protect the
integrity and interoperability of these network items.

Servers
Servers are dedicated computer systems that run file serving, printer services, security,
email, and application services. Servers are critical systems and run the core of your
business.

Workstations
PCs are the computer systems that people work from to access servers and the Internet.

Network Electronics
Your network electronics are the highway on which data travels, such as the cabling that
connects your systems, switches, and wireless access points. These are key for speed,
security, and stability.

Firewalls
A firewall is the traffic cop between your private data highway, or network electronics, and
the rest of the data world, or Internet. Firewalls can provide security by regulating what is
or isn’t allowed to pass onto the highway through your Internet connection.

Content Filters
A content filter works with the firewall to inspect, log, and verify what someone accesses
on the Internet. Your company has the ability to set and review the sites that your staff can
access, and to review reports of this Internet activity.

Network / Internet Connectivity
Your connection to the public network, or Internet, is provided by an ISP, or Internet
Service Provider. Internet connections can be a DSL line from the phone company, a cable
modem from your cable TV provider, a T1 from a larger telecom connection, wireless from
cellular providers, or a custom type of connection from a wide range of providers. During
our initial onboarding process we will work with you to obtain information on your
connection from your ISP.

Virtual Private Network (VPN)
A VPN is an encrypted tunnel created between two or more networks, used to connect to
items behind your firewall. It’s like an armored car filled with your data crossing the public
data highway, the Internet.

On-Site Support
Most support issues can be quickly resolved by our office-based support technicians using
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our remote support capabilities. In situations where hands-on access is required, or where
the needs dictate on-site access, we will dispatch a technician. If this occurs after business
hours or on the weekend, we will reach out to the listed site contact to request access to
the equipment. This will usually require that contact or a designee meet us at the location
to escort our technician. In the event that we are not able to reach the listed site contact,
we will attempt to escalate the issue to our primary point of contact.

Summary
The overall combination of these items drives the stability, security, speed, and function of
your network. Our job is to manage the blend of these items, and to create the best
experience for your users. Your choice of these components directly impacts how well we
work, and how well we can make your network work for you. This concept is critical when
choosing components, such as PCs, servers, and cabling, as the quality of these
components affects your overall network health.
We monitor, manage and maintain the overall network to keep your business running, and
to prevent potential conflicts and risks to your business. We use a remote monitoring
system to watch your servers, PCs, firewall(s), security, backups, and all other critical
services. If a problem occurs, our systems create a ticket for the team to look at the issue,
and to maintain an audit trail.

What we are not able to do for You
While Strategic supports a vast array of services for your company, there are a few actions
for which we will not be responsible. As a general guideline, our team will not support or
install








Illegal copies of software or any attempt to bypass a copy protected item or service
Systems that are too old or below specifications for general business use
Non-named (contract) users or external systems not covered by an agreement
Software that is considered End of Life (EoL) or no longer supported by its vendor
In-depth support for software or systems that do not have a support agreement from
the original provider
Advanced data recovery from damaged systems
Any activity that our team deems might be illegal or in violation of our or your
Acceptable Usage Policy (AUP)

If you feel that you have a system or item that may be affected by these criteria, please
contact us immediately to develop an action plan.
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Examples of Standalone Projects
Relocation
The relocation of an office is always a complex project. We have a great deal of experience
helping customers accomplish seamless transitions from one physical space to another.
In the event that you need to relocate equipment to another site, we can provide this
service as a project that falls outside of the scope of your agreement. Proper planning for
any move is critical, so please notify us as early as possible. This early notification is
necessary to ensure that circuits are ordered, our staff is made available, and any other
vendors are engaged.
Even if you plan to handle the move without our assistance, it is important that we are
aware of the plans and timeframe so we are able to provide uninterrupted support.
Without prior notice of a relocation effort, any costs to restore the system will be billed
outside of your agreement.

Major Systems Upgrades
Any upgrade to a line of business application can be a very stressful and involved process.
If you are interested in employing our team’s abilities to accomplish an upgrade, please
contact your account manager to discuss the project.
Typically these types of upgrades cover items such as, but not limited to:







Server replacement
OS upgrade/replacements
Addition of remote locations
Email upgrade/replacement
Installation of new printers
Services and projects considered to be a new initiative.

In situations like this we will create a scoping statement to outline the level of effort,
deliverables, assumptions, and projected costs of the project. Once a scoping statement is
executed, our team will update you to any timeline or projected costs adjustments.
Larger, more complex projects may require a secondary Statement of Work to fully
document the project after the Discovery Phase is complete.

Changes due to User Interference
Services required that are a direct result of a user modifying or changing the configuration
of the covered equipment are not covered by your agreement and will be billed
separately. At our sole discretion, we will determine if the service required was a result of
user modification or error, and whether the incident is excluded from the agreement
coverage.
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What We can do for Your Company
Backups and Disaster Recovery
Backups are supremely important in the modern IT world, as they determine whether you
will lose simply a day’s worth of work or a full month’s worth of progress, should the worst
happen. We can work with you to determine if you already have an effective backup plan
in place. If you do not already have a backup plan, or your current plan is not sufficient, our
engineers can examine your environment and needs to deliver a proposal for an
appropriate backup solution.

IT Consulting
Our highly trained team of engineers have consulted with companies of all sizes. From
large enterprises to small offices, we can help your business find the competitive edge that
comes from the most effective use of technology. Focusing on meeting your business
objectives through IT, we partner with you to create a customized plan based on your
business specific needs. Whether it is supporting the current network or deploying the
framework for success, we take an active role in ensuring your network runs smoothly and
consistently, minimizing downtime.

Voice and Unified Communications
The world conducts business using combinations of voice, video and data. Companies must
stay agile when competing in today’s marketplace. Providing a unified communication
system empowers your employees to interact with their customers in a timely manner.
Voice, video and unified communications create a workspace in which users can be
connected and available at all times. Streamlining business processes, this type of
connectivity ensures that information reaches recipients quickly, no matter where they
may be working or what device they may be using. We can bring the latest technologies to
your business, which enables seamless communication between staff and customers.

Data Center Services
For many small-to-medium sized businesses, the cost of owning and operating a data
center is out of reach, but the need for continuous uptime is paramount. We use
enterprise class technologies to provide companies of all sizes access to the highest levels
of business continuity. By utilizing our data center, your business information is secure,
managed, and always available. We offer a unique combination of data security and user
connectivity. Your data is regularly backed up by preventing data loss from natural
disasters, power outages, and physical network attacks.

Data Center Features



State of the art facility
SSAE 16 compliant
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Top level security features
Uninterruptible power/redundant network infrastructure and redundant power
supplies
HVAC systems for temperature and humidity control
Fire Suppression

Services Include








Physical and virtual server hosting
Application hosting
High speed internet access
IP VPN services (site-to-site and remote access)
Backup and disaster recovery solutions
Microsoft Exchange and SharePoint services
Medical-grade, self-healing network services

Benefits Include







24x7x365 system monitoring
100% Uptime
100% Connectivity
Daily, Weekly, and Monthly Backups
Hardware housed in a state of the art, SSAE 16 compliant data center
Multiple levels of security, uninterruptible power, HVAC systems, fire suppression,
and around-the-clock monitoring and management

Network Services
With many years of experience and certifications, our staff is uniquely qualified to provide
network consulting and outsourced network solutions. From WAN and data center design
to monitoring and analysis, we can provide and assure the fastest transit of your voice,
video, and data traffic. We are proud of the certifications that we hold from Cisco, Dell,
VMWare, EMC, and Microsoft. As a leader in IT Infrastructure and network services, we
understand your needs and make a commitment to improve your system performance.

Healthcare Consulting
We have been involved in the successful conversion and/or implementation of practice
management or electronic medical records systems at more than thirty practices. No other
technology company in the area has this depth of experience. Having developed strong
working relationships with all of the PM/EMR software providers (e.g. Allscripts, GE
Centricity, Greenway, E-Clinical Works, etc.), we bring invaluable knowledge of how
technology integrates with clinical workflow to every new system project.
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Security Assessments
An essential piece of healthcare consulting is conducting a security assessment. Security
assessments are an extremely valuable tool to help evaluate the health and potential
vulnerabilities of your organization’s physical infrastructure and business processes.

The Importance of Security Assessments
Over the last few years there has been an influx of new healthcare laws and mandates.
The risks of non-compliance are daunting, as HIPAA violation fines can range up to
$100,000 per event. In addition, the reputational damage and organizational distractions
caused by breaches create costs that often eclipse any fine. Information security is a
constant and challenging process. From data protection to secure business practices, it is a
challenge that is frequently changing with new technologies, threats, and regulatory
requirements. Whether you are trying to attest to Meaningful Use, prepare for a potential
HIPAA audit, or gain a better understanding of your environment, we can help.

The Strategic Approach
We believe a proper security assessment requires a good understanding of your business,
information, and technology footprint, along with your organizational goals. The Strategic
Risk Assessment is an in-depth and detailed review of the current people, processes, and
technology a medical practice has in place.

Deliverables
At the end of each assessment we meet with our clients and present a thorough analysis
which includes






A detailed report of hardware and software inventory, user accounts, security groups,
group policies, network shares, internet access, security patches, event logs, listening
ports, and additional external vulnerabilities
A risk analysis of your companies’ people, processes, and technology which highlights
medium and high security risks
A compliance based summary of all risks and vulnerabilities identified during the
assessment
A prioritized list of recommendations on how to mitigate risks and prevent future
vulnerabilities

Why Strategic
We are focused on healthcare IT. Since 2001, we have taken a consultative approach to
providing best in breed technology solutions and support to healthcare practices in the
Mid-Atlantic region. Through working with our 80 healthcare customers, we have
developed the knowledge and expertise required to perform these critical assessments.
We know every practice is unique. Our team will take the time to fully understand your
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business and help you build a path to a secure infrastructure, secure business practices,
and a secure future.

Strategic Private Cloud
Our Private Cloud is a locally-based data center implementation designed to help
enterprises efficiently and effectively incorporate services into their IT architectures to
support storage, virtualization, and application delivery requirements.
Whether your company is growing in terms of revenue, employees, software applications,
or data storage requirements, Strategic Private Cloud offers the most cost-effective and
reliable way to scale your technology resources and keep up with the growth. The benefits
allow your company to








Reduce upfront costs
Eliminate large upfront capital expenses
Increase availability/uptime
Easily scale to fit fluctuations in staffing, software, and data store requirements
Deploy quickly
Access your Infrastructure-as-a-Service (IaaS) from anywhere on the internet
Be highly compatible with just about any technology

We will help you design, deploy, and implement cloud services the right way for your
business. Once implemented, your highly-customized Strategic Private Cloud is easily
managed and controlled to meet your growing and changing requirements, ensuring your
time spent on daily IT administration is significantly reduced.

Healthcare Technology Services
We live and breathe Healthcare Technology. No one has been as focused on the
healthcare industry for as long as we have. Our long list of credentials and depth of
experience remains unmatched amongst providers in the region.

Clients
We serve healthcare practices ranging from small clinics to hospitals spread across multiple
locations. In the greater Richmond area alone, we provide support to over 500 physicians.
While we serve as the virtual CIO for many of our smaller clients, we also support
experienced in-house IT teams for our larger enterprise clients. These experienced teams
want to leverage our technology expertise and 24x7 availability to offload any support
necessary to our technology experts and technicians.
When it comes to healthcare IT services, understanding the unique specialty practices is
just as critical as our technical expertise. We understand the different technology and
business needs of a specialty clinic, as compared to a more general practice, or even a large
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hospital or ACO. Our more than fifteen years of experience has afforded the opportunity
to work with every type of specialty practice or clinic in the area.

EHR, EMR, and Practice Management Applications
Nobody has more experience with Electronic Health Records (EHR), Electronic Medical
Records (EMR), and Practice Management software than us. Our technical experts have
extensive credentials in 5 major EHR applications, including:







Allscripts
E-Clinical Works
GE Centricity
Greenway
McKesson
Nextech

With the Meaningful Use incentives and penalties influencing the industry, we share
invaluable knowledge about how EHR technologies integrate with clinical workflows as
clients deploy new systems. Because we serve as a liaison between our many clients and
the various EHR companies, we are not just experts in the technologies, we’re also
seasoned representatives who know how to navigate these companies to reach the right
people quickly. From helping our clients select the right system for their practice, all the
way through design, customization, implementation, and even long-term support, we can
help through every step of the process.

Experience
Our founders started the company because they recognized that the healthcare industry
had been technologically under-served and that it lacked comprehensive solutions to their
technology needs. Since then, they have built an incredible team of experts with
experience in architecting, implementing, and managing the operations of information
systems in healthcare settings as well as the evaluation, planning, development, and
improvement of healthcare systems and processes to support business goals and improve
productivity. From small office practices to large businesses, we want to improve the care
of patients.

Why We Do It
When it comes to your healthcare IT service provider, your practice deserves to have a
partner who brings comprehensive knowledge and experience to bear in EHR, HIPAA, and
other healthcare specific operational, compliance, and technology challenges. We
understand your technology, business needs, and solutions providers. We have been doing
this for more than 15 years, and we know what it takes to get the job done. Our team
members are experts in healthcare technologies and regulations, so you will not need to
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waste your time having to explain your business complexities and you can have the peace
of mind that will come with a partner who is committed to your success.

Items Your Company Should Have and Maintain
As a general business guideline, your company should acquire, review, and maintain
several policies, procedures, and plans for your staff. We will not provide these items, but
can assist you in working to developing them. Please consult your human resources legal
advisor for how and where you can apply and use these policies.

Internet Connection
Your company should maintain a fulltime internet connection in order to provide us with
remote connectivity to your network at all times. This allows us to effectively manage your
network and host monitor reporting.

Firewall
A firewall is an appliance (a combination of hardware and software) or an application
(software) designed to control the flow of Internet Protocol (IP) traffic to or from a network
or electronic equipment. They are used to examine network traffic and enforce policies
based on instructions contained within the firewall’s rule-set. In order to protect your
company, you should maintain a suitable firewall to shield your data and equipment from
security threats via the internet.

Acceptable Use Policy
An acceptable use policy (AUP) is a policy that a user must agree to follow in order to be
provided with access to a network or to the Internet. It is common practice for many
businesses and educational facilities to require that employees or students sign an
acceptable use policy before being granted a network ID. In addition, many items, such as
review of content filters, email, or PC use by management should be defined in this
agreement, and should be signed by the employee. We have provided an AUP to be
adhered to, which is accessible by visiting www.ssva.com/aup.

Filtering Policy
A filtering policy is an outline that we will use when setting up Internet content filters by
user, time, type of content, and access. Your company’s needs are specific, and can be
defined and maintained to your desired settings. Common policy outlines define a level of
filtering for junior level staff, floor staff, and management, with each group having a
specific definition of allowed content. Our team has a listing of categories for Internet
content, and can work with you in setting up your specific filtering needs.

Disaster Recovery Plan
All companies should develop and maintain a disaster recovery plan in case of an
emergency. Disaster recovery planning includes the process, policies and procedures
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related to preparing for recovery or continuation of technology infrastructure critical to an
organization after a natural or human-induced disaster. We offer a basic level of disaster
readiness with our backup systems and support, but your company should maintain a
larger plan that includes items such as space, recovery location, phone call lists, and
customer impact planning. If your company needs assistance in developing a plan, hawse
have the resources to assist your company in building a total disaster recovery plan.

Minimum Equipment Requirements
To ensure the highest levels of security and stability, it is best that you comply with all
vendor’s minimum equipment recommendations and agree to consult with and notify us
prior to procuring or connecting any equipment to the network. General guidance is that
any workstations attached to your network must be Microsoft Windows 7 or later. Use of
Microsoft Windows 95, 98, 2000, ME, or XP operating systems cannot be reliably
supported. Similarly, servers should be running at least Microsoft Windows Server 2008 R2.
Windows Server 2000 and 2003 are no longer supported versions. Any damages from
equipment attached to the network without our assistance will be charged at the current
Engineer rate for repairs or cleanup.

Manufacturer’s Standard Warranty
The standard manufacturer’s warranty for the equipment provided is generally for a period
of three years. We make every effort to identify expired or expiring warranties and
propose an option for extended coverage which you may accept or decline. Either way, we
will provide the same level of service but, with the understanding that additional costs or
delays may result for any equipment issues related to non-warrantied or end-of-life
products. In the absence of a manufacturer’s warranty, break-fix efforts shall be on a Best
Effort basis and may include refurbished, reconditioned, or third-party components, which
will be billed to the client. Any of our SLAs will not apply to devices not under a direct
manufacturer support agreement.

Domain Names and DNS
The Domain Name System (DNS) is a hierarchical naming system for computers which
handles the translation of human readable domain names to computer usable IP
addresses. The analogy most often used is that it is like a telephone directory for internet
addresses, where “Google.com” equals 64.233.169.106. The DNS system distributes the
burden of this translation by designating an Authorized Name Server for each domain. The
Authorized Name Server keeps a list of addresses for your domain which allows
www.yourdomain.com to be aimed at one server and ftp.yourdomain.com to be aimed at
another. The DNS record usually keeps a record of mail servers authorized to receive mail
for your domain as well, called MX records.
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Note: The Domain Name System discussed here might more precisely be referred to as
Public DNS. Client-Server networks use a system of Internal DNS for the same ID to address
translations.
A Domain Name Registrar is a company accredited by ICANN or national authorities to sell
and manage domain names. Network Solutions and GoDaddy are two of the more
recognizable Domain Name Registrars. To make any changes to the domain information,
you have to contact the Domain Name Registrar that registered your domain name.
In order for us to manage your network and email, we will need, at minimum, access to
your Authorized Name Server to make changes to the DNS records. Our preference is to
get access to your account at the Domain Name Registrar and use our redundant name
servers as the Authorized Name Server for your domain/s. We maintain several registrar
accounts which can accommodate your domain name, but we recommend that all the
domain names your company owns be consolidated under one registrar account controlled
and updated by you, with Strategic listed as the technical contact.
If you do not have the credentials to log in to the Domain Name Registrar account that
controls your domain name, we can help you reclaim control of the name, but it is a long
and tedious process. If your web host or some other third party controls the name, we
encourage you to have it transferred to an account you can control. However, we do not
require this, as long as we can make changes to the name servers without interference.
You are also responsible for keeping current and renewed, whichever domain name(s) you
need for web or mail addresses.

Software & Line of Business Applications
We support only the applicable software necessary to be installed and configured for
delivery of the Support Package definitions specified in your agreement. We will work
with you up to, and throughout, the duration of the initial implementation to ensure Best
Efforts are made to create a stable software environment for all materials, on an
application by application basis, not to exceed 20 total hours of integration time. If 20
hours are exceeded, the hourly support rate thereafter will be the current Engineer rate.
Strategic supports all applications in a line of use function, defined as the ongoing use of an
application in its current version and configuration. Advanced configuration, changes, or
upgrade support may be charged at the current labor rate. Any direct support for third
party applications requires that the client maintain a support agreement with the
application provider, all copies of the application are licensed, and all copies are running on
a system that meets or exceeds the vendor’s minimum specifications. Any damages from
unlicensed or unsupported software installed to the network without our assistance will be
charged at the current Engineer rate for repairs or cleanup.
-17-

Guide to Managed Services

Administrative Access Restrictions
Please understand that in order for us to ensure the security and stability of your network,
servers, line-of-business applications, and databases, that domain level access and
administrative rights shall be tightly controlled and will not at any time be given to any
third-party vendors. When required, we will directly assist any third-party vendors with
administrative related tasks, and significant changes shall be documented in accordance
with our defined change control processes, which shall, in most cases, require your signed
pre-authorization and approval. Any damages from third-party access to the network
without our assistance will be charged at the current Engineer rate for repairs or cleanup.

Engaging Us and Getting Help
Our goal is to help you in the most efficient way possible, wherever and whenever you
need us. To meet this goal, we have prepared this chapter on how to access resources, get
support, and how to work with our team in a time efficient manner. Please review and
reference this guide as necessary. The processes and guides should help you save time and
have a positive experience when things go wrong.

Hours of Operation
We understand that problems arise at all times, so our end user support is available 24
hours a day, 7 days a week, 365 days a year in order to best service you. Our office is
staffed at all times, and an engineer is always on call for extra support – even during the
holidays.

Managing Service Requests
We understand that technology issues can be frustrating at times, please remember to
keep a calm focus, and attempt to document any specific errors or items impacted by your
issue. If we know enough to recreate the issue in question, we can shorten the time it takes
to get you working again. If you have a request for a change or setup, please outline and
define the result you are looking to achieve. When you need help with your technology,
please follow these steps so that we can assist you in the most efficient method possible. In
addition, there may be situations where we rely on third-party programs, equipment
vendors, or web sites to provide support. We are happy to help in these situations, calling
vendors, arranging for warranty service, etc., but we ask for your patience when we have
no insider knowledge or control over the other party.

Service Level Agreement (SLA)
This section outlines the expectations of response times for our services. Due to the
business impact, some problems need to be addressed more quickly than others. This
document explains how we respond to issues based on their impact to the business. This is
determined by Service Level Agreements (SLA’s). SLA’s allow all issues to receive a priority
based on the impact and the severity of the issue. Below is our standard SLA Matrix which
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shows how the severity and impact of an issue determines the priority. As a point of
contact, your assessment of issues to this matrix is vital to helping us keep your business
running, by setting a framed level of impact of the issue, and our response plan.
The SLA matrix and response times are a guideline of response times that our service team
will meet when responding to immediate issues. Our definition of Best Effort for SLA’s is
using these times as a deadline, weighed against workload and client base impact. If our
team has any indication that a SLA will not be met, we will notify you and update a
response plan.

Service Level Agreement Matrix

High Impact
Critical – Major business processes
are stopped

Medium Impact
Business is degraded, but there is a
reasonable workaround

Low Impact
More of an irritation than a stoppage

Voluntary Impact
Upgrades, new equipment, etc.

High Severity

Medium Severity

Low Severity

Whole company is
affected

Large group of users is
affected

One or a small group of
users is affected

Emergency Response

Quick Response

Normal Response

Quick Response

Normal Response

Planned Response

Normal Response

Planned Response

Planned Response

Planned Response

Planned Response

Planned Response

Based on your description of the issue, we will determine the severity and impact. Once
the priority has been set, an associated response time is determined. The response times
for the priorities are as follows:






Emergency response – 2 hours or less
Quick Response – 4 hours or less
Normal Response – Next Business Day or less
Planned Response – 72 hours or less
Available - 24x7x365

A response is defined as a plan to resolve the item causing the impact, weighing in factors
such as third-party warranties, scheduled or unscheduled outages, or obtaining parts or
approval for items needed. A plan may or may not be implemented in the response
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timeframes; the goal is to assess, plan, and schedule a resolution to the issue, with you and
anyone who might be impacted.

Opening a Service Request
When creating a service ticket, define your issue or request based on the problems or
items you are encountering, being as specific as possible. For example, if you can receive
email but not send, rather than simply stating that your email is not working, please try to
provide as much detail about your condition as possible, so that our team can fully
understand and recreate the issue. If you see an error message, please write down the
message and include it. If you have a request, please define your expected outcome, such
as “I need to access my work PC from home.” It’s also helpful to know if you are the only
one experiencing the problem or if others are affected.
There are many different ways to submit a ticket to our support team, four of which are
outlined in the following paragraphs.

LabTech Icon
Click the LabTech Icon on your taskpane (located on the bottom right corner
of a Windows machine, next to the time) and click Create Service Ticket.
When the New Service Ticket window appears, ensure that your correct
email address is listed in the email field. Enter a brief description of the
issue you are experiencing in the subject field. Provide a detailed
description of the issue you are experiencing in the Body of the Email.
Please include a screenshot if that will be of help.

ConnectWise Support Portal
Using your preferred web browser, enter the URL http://connect.ssva.com/support. To log
in, enter your email address in the email field then enter pa55word in the password field.
Click Submit. Enter new tickets by selecting Create Ticket in the upper right corner. Choose
issue type from the Step 1: Select Service Needed banner (scroll to the right or left for more
service type options). Enter a short summary of your issue in the Title field of Step 2. Give
any additional details about the issue in the Problem Description field (i.e. the exact error
message that is popping up on the screen, description of the noise coming from your
hardware, when the issue first occurred, contact information for the end user with the
issue, etc.). If applicable, add a file to the ticket by selecting Attach Document, enter a brief
description of the file in the Title field, selecting Browse and choosing the correct file to add
(i.e. a screenshot of an error message or desktop image, etc.). Select Submit in the bottom
right corner to send us the ticket.

Phone Call
If you are experiencing an issue that needs immediate attention, please contact our service
team directly, calling 804-225-1897.During your call, a technician will open a ticket for you
over the phone and work with you to resolve your issue. Depending on the impact of the
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item, and service load, we may ask to call you back. We work as a team, so you may talk to
more than one technician or engineer over the course of solving a problem.
Once on the phone, please tell us if you have already sent us an email about your issue. If
you have, we are able to reference the email, forwarding that information to the
appropriate team member.

Email
Once you have defined your issue or request, and if your email is working, send a
comprehensive email about your problem to servicerequest@ssva.com . Emails sent to
this address open a service ticket and alert our support team. You will receive an email with
your ticket number, and the team will assign a priority to the ticket, and start the process
of helping you. You should have confirmation that we have received your request within 1
hour or less. When composing the email, include a brief summary as the title of your
email. In the body of the email, include a detailed description of the issue you are
experiencing, including the name of the computer that you are using and any relevant
contact information.

Remote Assistance
If your internet connection is working, we may ask if we can connect to your PC remotely.
You will be directed to open TeamViewer, an application in your taskpane. TeamViewer
will give you a 9 digit pin to share with the technician. We may also use other tools to
remotely check and evaluate your computer or network. Please remember to close any
sensitive items or websites you may have open before joining a remote session, as the
technician will be able to see and control items on your computer.

Feedback
Our staff will always be courteous, professional, and ready to assist you. We value
professional appearance, conduct, timeliness, respect for our clients, and respect for our
staff. If at any time you find your experience with our team to be anything less than 100%
positive, please contact us so we can correct the items that did not meet your satisfaction.
Our executive team is available via



Phone at 804-225-1897
Via email at Executive@ssva.com

On-Site Support
We will dispatch a support representative based on our assessment to the impact of the
need, resource availability, and timing for access. We will work with you and your staff to
arrange times that are mutually beneficial, but our team may defer some or all on-site
items to office hours, or to a time when our needed resource is available.
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When onsite, our staff should check in with the Point of Contact before starting on their
work assignment. Our on-site staff will work on the current open items, and will attempt to
work with you or the POC on other requests as long as the schedule permits. Notifying the
service team of items that you would like assistance with before our staff comes onsite
allows us to schedule the appropriate amount of time needed, and acquire the needed
parts, software, or hardware before we visit.

Managing Your Staff and Service Requests
Our service team maintains a database of the contact information for your corporate users,
and tracks all service items against systems and users. We offer you the ability to allow
your staff to work through a point of contact (POC) to contact support, or for your staff to
contact us where and when they choose to. As a guide, we will support users for general
issues that do not require security or spending approval. If we need spending or security
approval, only a listed POC can approve the change or spend.

Scheduling Outages for Systems
Our service team will have times where equipment, services, or connections need to be
taken off-line for service. Our team will contact the POC to arrange a time when the system
can be taken off-line for a scheduled window for the service team to perform maintenance
or upgrades. In addition, we will send out an email to inform your staff of the planned
outage. It is the POC’s responsibility to determine when we can take a system offline, as
our team is unable to fully understand the business impact of your applications and
systems. While we will make every attempt not to impact your business with scheduled
outages, not all service items can be performed after working business hours.

Outages during Non-Business Hours
Our team will apply updates, patches, and other items during non-business hours. If you
feel that your company has a window outside of normal business hours during which we
cannot perform maintenance, please notify the service team as soon as possible. An
example would be: We reboot an email server at 6 PM, but your staff works past 6 PM.

Administrative and System Access
Administrative Access and Third-Party Access
To ensure the security and stability of the network, servers, line-of-business applications
and databases, domain level access and administrative rights shall be tightly controlled and
will not at any time be given to any third-party vendors. As required, we will directly assist
the third-party vendors with any administrative related tasks. Any significant changes shall
be documented in advance. If a request is determined to pose a significant threat to the
network or jeopardizes our ability to maintain appropriate SLA levels, we may decline the
request until written authorization and release of liability is obtained from a decision
maker.
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If you have a third-party group that needs access to systems, services, or other items we
maintain, please have your decision maker authorize the third-party with us, and our team
will work with them to accommodate the request.

Third-Party Access and Impact to SLA
You should not permit any third-party to modify, enhance, replace, or remove anything in
your environment without first notifying us. If a third-party, the client, or an employee
impacts any system that we maintain, the SLA level and any liability for the impact is
outside of our sphere of responsibility. Any labor costs from incident remediation will be
billed at current rates, and any SLA offered will not be placed back in effect until the
incident is closed.

Authorized Individuals and Spending
We recognize that in most cases there are specific people who can approve spending on
items, request security changes, add or remove users, or make decisions that may impact
your company. These individuals are identified in your service agreement, or you may
contact support to review who has these levels of authorization. If you need to add or
remove anyone from this list, please contact support. The three tiers are:

Authorized Decision Makers
These people are allowed to make changes to any network or user item on behalf of your
company, including scheduling or changing support requests.

Authorized Hourly Spending Approval
These people are allowed to make spending decisions on behalf of your company to
approve hourly expenditure items, up to a preset limit.

Authorized Spending Approval
These people are allowed to make spending decisions on behalf of your company to
approve quoted expenditures for proposed items.
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Strategic Solutions of Virginia is a managed services provider headquartered in
Richmond, Virginia. Founded in 2001 as Richmond’s first healthcare focused IT company,
Strategic Solutions drives high-performance results by leveraging both a healthcare and
technical expertise. Strategic Solutions partners with performance focused companies
across the state to best utilize technology in the pursuit of excellent patient care.
For more information, visit www.SSVA.com
or call 804-225-1897
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